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SUMMARY 

Penetration Tester and Offensive Security Specialist holding 9 industry certifications — including eMAPT, CPTS, CRTE, CRTP, and 

OSWP — with hands-on experience in Active Directory exploitation and web application security built across 25+ hands-on lab and 

certification-exam environments (HackTheBox, TryHackMe, and certification practicals). Completed Active Directory attack and Red 

Team simulation exercises through certification-based labs (CRTP, CRTE, CPTS), ranked 1st among 120 teams at BRK-CYS CTF 

2026, and skilled at translating complex technical findings into clear, actionable reports for both technical and non-technical 

stakeholders. 

EXPERIENCE 

Application Security Intern July 2026 – August 2026 

ProgressSoft Corporation — Jordan 

• Completed hands-on training across 6 security tracks within the Security Department: web application penetration testing, digital 

forensics, AI security, DevOps, SAST/DAST, and Bash scripting. 

• Executed web application penetration tests in controlled lab environments, documenting findings and remediation guidance. 

• Applied SAST and DAST tooling across DevOps CI/CD pipelines to surface vulnerabilities earlier in the SDLC. 

• Automated recurring security checks and log analysis with Bash scripting. 

Instructor Feb 2026 – August 2026 

ITera Academy — Jordan 

• Conducted 5+ cybersecurity workshops and awareness sessions reaching 60+ students across schools and universities. 

• Delivered practical demonstrations across 4 core areas: cybersecurity fundamentals, ethical hacking, web security, and Capture 

The Flag (CTF) challenges. 

• Developed educational content and hands-on labs for 5+ workshops to simplify complex security concepts. 

Cybersecurity Specialist March 2026 – June 2026 

Zarqa University — Zarqa, Jordan 

• Redeveloped the university's cybersecurity curriculum to align with industry standards and emerging threats. 

• Trained and mentored 40+ students across 10 CTF teams for competitions and hands-on security challenges. 

• Managed the Cybersecurity Laboratory, leading practical projects across penetration testing, network security, and applied 

security research. 

EDUCATION 

B.Sc. in Cyber Security February 2026 

Zarqa University 

Relevant coursework: Advanced Cryptography, Offensive Security, Network Defense, Digital Forensics, Secure Software Development Life 

Cycle. 

SKILLS 

Offensive Security: Active Directory Exploitation (Kerberoasting, BloodHound), Web Application Penetration Testing (SQLi, XSS, 

SSRF), Wireless Auditing (WPA3, Enterprise), Cloud Infrastructure Assessment 

Exploitation Suites: Burp Suite Professional, Metasploit Framework, Impacket, Mimikatz, PowerShell Empire, Nmap, GPP/GPO 

Exploitation 

Post-Exploitation: Windows/Linux Privilege Escalation, EDR Evasion, Lateral Movement, Persistence Mechanisms, Kerberos 

Attacks 

Application Security: SAST, DAST, Secure SDLC, DevSecOps, CI/CD Pipeline Integration 

Scripting & Automation: Python Security Scripting, Bash, PowerShell, OSINT Framework Architecture 

Analysis & Management: Digital Forensics, Network Forensics, Vulnerability Management (Nessus, OpenVAS, Qualys) 

Continuous Learning: Self-directed study of advanced penetration testing methodology through HackTheBox, TryHackMe, and 

independent lab environments 

https://www.linkedin.com/in/ahmadbilaidi/
https://github.com/kerbrute


PROJECTS 

Spylo 1.0 – Modular OSINT Framework (Personal Project)  

• Built an extensible Python-based OSINT framework integrating 20+ intelligence-gathering modules for reconnaissance on target 

assets. 

• Developed custom Python scripts for username enumeration and subdomain/asset discovery to support attack-surface mapping. 

• Implemented multithreaded API integration to streamline and speed up reconnaissance workflows. 

• Designed data-correlation logic to consolidate intelligence on target organizational infrastructure and potential credential 

exposure. 

• Open-sourced on GitHub. 

AWARDS 

BRK-CYS CTF 2026 April 2026 

• Secured 1st place among 120 teams in a 24-hour technical infrastructure challenge. 

BlackHat MEA Finals December 2025 

• Qualified from thousands of competitors globally to compete in the final technical qualifiers. 

Elite Agents Competition February 2025 

• Secured 3rd place overall in high-pressure attack/defense scenarios against international teams. 

ZUCTF Competition July 2024 

• Ranked 2nd out of 45 competing teams in a 24-hour technical infrastructure challenge. 

CERTIFICATES 

• eLearnSecurity Mobile Application Penetration Tester (eMAPT) 

• Certified Penetration Testing Specialist (CPTS) 

• Certified Red Team Expert (CRTE) 

• Certified Red Team Professional (CRTP) 

• OffSec Wireless Professional (OSWP) 

• Certified Red Team Analyst (CRTA) 

• Certified AppSec Practitioner (CAP) 

• Certified Network Security Practitioner (CNSP) 

• CPE Certificate 

LANGUAGES 

Arabic: Native Proficiency 

English: Full Professional Working Proficiency (Fluent in Technical Reporting) 


